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Who we are 
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Where we do it 



Garda National Cyber Crime Bureau 
Agenda

‘There are only two types of 
companies: those that have 
been hacked and those that 

will be.’

Robert S Mueller, Former FBI Director.



Garda National Cyber Crime Bureau
Cyber Crime Trends & Statistics

• Europe #2 targeted region

• 150% ↑ on 2021

• SMEs are the new target

Ransomware

• 300% ↑ on 2020

• 83% of companies experienced Phishing in 2021

• Method of entry in 41% of cyber attacks

Phishing

• 29% got only half the data back

• 8% got all their data back

• 80% were victim to repeated demands

To Pay or Not to Pay?
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Garda National Cyber Crime Bureau
What is Phishing ?

Phishing is a type of social 
engineering attack in which 
cyber criminals trick victims into 
handing over sensitive 
information or installing 
malware. They do this via 
malicious emails that appear to 
be from trusted senders, but 
sometimes use other means
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Garda National Cyber Crime Bureau
Why Report?

ALLOWS FOR CRIMINAL INVESTIGATION & VICTIM SUPPORT

EXPERIENCED EXAMINERS & INVESTIGATORS

IDENTIFY CURRENT AND EMERGING TRENDS & METHODS OF ATTACK

INFORMS ADVICE TO THE PUBLIC & CORPORATE SECTORS

REINFORCE CUSTOMER CONFIDENCE IN YOUR RESPONSES

SUPPORT VICTIMS OF CRIME & RECOVERY

STATUTORY OBLIGATIONS – DATA PROTECTION & S19 CRIMINAL JUSTICE ACT 2011



In a recent study, 80% of organisations said that security awareness 
training had reduced their staffs’ susceptibility to phishing attacks. That 
reduction doesn't happen overnight, but it can happen fast — with 
regular training being shown to reduce risk from 60% to 10% within the 
first 12 months.

https://www.infosecurity-magazine.com/blogs/employee-cyber-awareness-crisis/
https://blog.usecure.io/how-often-should-employees-really-receive-security-awareness-training?hsLang=en


Garda National Cyber Crime Bureau
Overview

• Always have safe and up to date backup(s) which are kept separate 
from the network or computer system

• Only use official sources to update your antivirus software and 
computer system patches

• Don’t open attachments or links unless you know and trust the 
source

• Don’t mix data from work and personal activity online

• Be careful when using remote access methods to your company 
network
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Contacts

Detective Superintendent

Garda National Cyber Crime Bureau

Harcourt Square

Harcourt Street 

Dublin 2

D02 DH42

Tel:  01 6663708

Email: GNCCB@garda.ie

Or
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